A Jamming Defending Data-Forwarding Scheme for
Delay Sensitive Applications in WSN

Amrita Ghosal, Subir Halder

Dept. of Computer Science and Engineering
Dr. B. C. Roy Engineering College
Durgapur, India
{amrita.ghosal, subir ece}@rediffmail.com

Abstract— Wireless sensor network (WSN) has emerged as an
important application area where nodes are generally placed in
an unattended environment and therefore are vulnerable to
attack by adversaries. Moreover in real time application domains
delay even by fraction of a second may deceive the purpose of the
application. Therefore, designing an attack-defending scheme for
WSN without involving any additional delay in data-forwarding
is an important challenge in this domain. The present work
proposes a data-forwarding scheme having no additional delay to
defend jamming attack in WSN. The scheme considers a multi-
layer architecture where the layers are made up of hexagonal
cells each containing sensor nodes in the form of clusters. The
nodes are randomly deployed throughout the network and
clusters are formed so that every cell hosts two sets of clusters
operating in two different predefined frequencies. We have
provided design guideline to determine cell size in terms of
network parameters. This guideline ensures that for a cluster
head there is at least another cluster head at one-hop distance
towards the sink and thereby ensures data-forwarding in shortest
path. During data-forwarding, if a frequency is jammed, the
cluster operating in that frequency becomes inoperative and the
other cluster acts as back-up. We claim that the scheme defends
jamming attack without incurring any additional delay and the
claim is substantiated through simulation.

Keywords- Wireless sensor network, Jamming attack, Hop
distance, Connectivity, Coverage, Delay

1. INTRODUCTION

A Wireless sensor network (WSN) [1] consists of several
hundreds of resource-constrained sensor nodes which have
limited battery power, memory capacity and processing ability.
The sensor nodes collect data from its sorroundings and send it
to their neighbouring nodes located in single-hop which in turn
send the data to their neighbouring nodes located in single-hop.
The data is finally transmitted to the sink node in multi-hop
that exfiltrates data to the outside world.

In WSN the major mode of communication is broadcast in
nature and in most of the application domains resource-
constrained nodes are placed in an unattended environment.
Moreover, in real time application domains e.g. tracking of a
moving objet, delay even in fraction of a second may deceive
the purpose of the application. Therefore, considering these
issues coupled with the need of delay-sensitive data-forwarding
scheme for real time applications, defending the WSN from
attacks is a real challenge. In this environment DoS (Denial of
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Service) is a common type of attack, which affects the
performance of the network by disrupting the normal
functioning of the network. Several types of DoS [2] attacks
are prevalent in sensor networks and one of them is the
jamming attack. In jamming attack, the intention of the attacker
is to block the communication frequency used by the sensor
nodes so that they are compelled to stop their communication
and wait for communication to resume till the jammer releases
the frequency in use. So jamming attack can result in
widespread disturbance leading to disruption in data
transmission.

There are many applications in sensor networks that are
delay-sensitive in nature. These applications include all sorts of
real time applications e.g. tracking of a moving object [3], fire
alarm systems etc. A wireless sensor network that supports
these applications must therefore guarantee the timely delivery
of alarms even in presence of jamming attacks.

A number of works towards defending WSN from jamming
attack have been reported so far. In one such work [4], authors
have proposed strategies for jamming detection and mitigation
in physical as well as MAC layers. Physical layer detection of
jamming attack has been done measuring the differences in
noise levels of the signals during normal operation and in
presence of jamming attack. MAC layer detection has been
done via a threshold mechanism based on the channel sensing
time by the nodes. Jamming mitigation has been done using
two strategies- channel surfing and spatial retreats. But the
spatial retreat based evading technique has a serious drawback
as it involves use of nodes capable of mobility adding to the
overhead factor of the network.

Authors in [4] have further extended [5] their work by
introducing certain measurement parameters such as, signal
strength, carrier sensing time and packet delivery ratio (PDR)
to detect jamming. If a node is jammed all these parameter
values would change compared to the normal condition. To
confirm that the changes are due to jamming, more than one
parameter’s values are considered together. The authors have
proposed two enhanced protocols capable of detecting
jamming. The first protocol uses a combined consistent check
of signal strength and PDR whereas the second one uses
combined consistency checks of location of a node and PDR.
But the location consistency checking protocol requires the
support of additional structure such as GPS or other
localization techniques thereby increasing the cost of the
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network set up. Nonetheless, this work has not considered the
issue of jamming mitigation.

The extended version of the works [4], [5] appears in [6]
where jamming evading technique known as the channel
surfing scheme has been used. Channel surfing refers to
channel shifting on detection of jamming in the current channel
being used for communication. This scheme has a drawback
that whenever a region is jammed, some of the nodes have to
take the responsibility of rebuilding the network in addition to
their basic tasks of sensing and relaying. This results in quick
drainage of battery of those nodes affecting energy balance,
network lifetime and coverage of the network to a great extent.

In [7], the authors have proposed a jamming detection
strategy where the nodes sense jamming with the help of
received signal strength and bit-error-rates. Once the nodes in a
region observe that the values of these two parameters fall
below a pre-determined threshold, they consider that the
changes are due to jamming and inform their neighbouring
nodes about the jamming of that region. The nodes demarcate
the jammed region by exchanging messages among
themselves. The rest of the network isolates itself from the
demarcated jammed region. But this operation leads to
forgoing the activity of a portion of the network thereby
breaking coverage of the network.

Authors in [8] have proposed a protocol which is able to
extort data from the jammed area using multiple
communication channels simultaneously. When a node detects
that it is jammed, it switches from the normal mode of
operation to the exfiltration mode. The exfiltration mode
involves several complicated operations such as creating of
interference matrix, exfiltration matrix and scheduling
algorithm. Implementation of all these complicated procedures
involves a lot of energy consumption of sensor nodes and
therefore, this is a major hindrance for sensor networks as
nodes are equipped with very limited battery power.

The present work proposes a scheme that is able to
continue data-forwarding even in the presence of multiple
jamming attacks without incurring any additional delay. The
proposed scheme can defend the attack irrespective of the
locations of the attacked nodes within the network. The rest of
the paper is organized as follows. In section II, objective and
the WSN architecture considered here are described. The
proposed scheme and implementing algorithm are presented in
section III. Qualitative analysis is performed in section IV. In
section V, performance of the scheme is evaluated.
Concluding remarks and future scope have been stated in
section V1.

II.  BACKGROUND AND OBJECTIVE

The following sub-sections describe objective of the
proposed work after defining the attack and the WSN
architecture considered in the work.

A. Objective

An attack [2] is defined as an attempt to gain unauthorized
access to a service, resource, or information, or the attempt to
compromise integrity, availability, or confidentiality. One such
attack in WSN is known as Denial of Service (DoS) where a
node under attack is denied access. Jamming is one type of
DoS attack where deliberate interference is made by blocking
the communication channel used by the attacked node. Once a
jammer attacks a region, it jams all the nodes that are operating
in a specific channel and located within its range. The objective
of the present work is to develop a jamming attack-defending
data-forwarding scheme incurring no additional delay.

B. Multi-layer Architecture

We consider multi-layer architecture, similar to regular
hexagonal cell architecture RHC [9], where the network
coverage area is divided into layers containing regular
hexagonal cells as shown in Figure 1. In an n-layered
architecture, the number of cells in each layer is 6y, where
y=1,2,...,n. Here y=1 indicates the layer nearest to and y=n
indicates the layer farthest from the sink. The centre cell
where the sink is located is considered as layer 0 having one

cell called as sink cell. A cell is identified by Cy where for a

given y, x =1,2,...,(6y) . For example, the cell Cg identifies
the 9™ cell in layer 2.

source

forwardeel

@® CH Using Channel
@ CH Using Channel

® M Using Channel
¢ M Using Channel

(a) Network area (b) Data forwarding

Figure 1. Multi-layer architecture

1) Deployment: The layers are made up of hexagonal cells
within which the nodes are placed randomly. Once the nodes
are deployed in the entire network, clusters are formed in such
a manner that there are two sets of clusters where each set of
clusters operate in a predefined frequency. A cluster has its
own cluster head and member nodes. Moreover each cell hosts
two clusters with their respective cluster heads where one
cluster operates in the predefined frequency say channel 1 and
the other cluster operate in say channel 2. We call this feature
of hosting two clusters with two different operating
frequencies in a cell area is pair-wise deployment.

We denote the member nodes in Cj operating in channel 1
and channel 2 by My and My respectively. Similarly, we
denote the cluster heads in Cj operating in channel 1 and

channel 2 by CHj and CHJ respectively.

The member nodes are responsible for sensing the
environment and passing on the data to their corresponding
cluster heads in one time slot. The task of cluster head is to
aggregate the data received from its member nodes and
transmit the same to the neighbouring cluster head (to be
defined) in the next time slot.

2) Design guideline:
Neighbouring cluster head: We define a cluster head as a
neighbouring cluster head (CHyeighbour) Of another cluster head
(CH) where CH,eighbour maintains the following:
e located in the adjacent layer towards sink
e at one-hop distance from the CH
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e  operates in the same frequency as in the CH

Coverage: A unit area is said to be covered if every point in
the area is within the sensing range of an active node [9].

Connectivity: A network is connected if any active node can
communicate with any other active node either in single hop or
in multiple hops [9].

The following relevant notations are used to describe the
architecture:
e r—radius of a cell
e 1, — sensing range of a sensor node
e 1, —communication range of a sensor node
e d- distance between a cluster head and its
neighbouring cluster head

The relationship between cell radius r and node’s sensing
. o I
range 1, must satisfy the condition- r < ES [9] to cover the cell

area and thereby ensures the coverage of the network. On the
other hand, for ensuring connectivity the relationship between

I

Vi3

rand communication ranger, must be r <

[9]. Moreover,
as d is at one-hop distance, d < r, .

3) Energy Model:-We have considered the first order radio
model [10] as our energy model where the energy
consumption of a node is dominated by its wireless
transmissions and receptions; so we have neglected the other
energy consumption factors such as for sensing and
processing.

Lemma 1: For a given network area AXA, in order to
maintain connectivity of the network, the number of layers (n)

stands in relation with r, as n> {? R Where R = % XA
rC

Proof: If the radius of each cell of the hexagonal layer
architecture is r, then the distance between the centre of the
sink cell and the farthest edge of a cell of any other layer is
given by

B y+ ﬁ r
2
where y is the layer number.

If the distance between the centre of sink cell to the farthest
point in the network area is R, then replacing y by n, we get

NG
R——r
\/grn+£r2R or, n>——2
2 NER:

. r, . . 13 R
replacing,r < \/C_ in above equation, we have n > {?— .
13 I
Corollary 1: For a given network area AxA, in order to
maintain network coverage, the number of layers (n) stands in
relation with 1, as n > 2R
35

7

Proof: From lemma 1, the relationship between R and n is
evaluated as,

x/§rn+§r2R

. I .
replacing, r < > in the above equation, we have n>

s |

P

III. THE SCHEME

In this section the proposed data-forwarding scheme and
the algorithm implementing the scheme is presented.

A. Data-forwarding scheme

Considering n-layer architecture, initially the member
nodes of all the n layers sense data and transmit the same to
their respective cluster heads in the first time slot. In the next
time slot, all the cluster heads send the aggregated data to their
neighbouring cluster heads. In the subsequent time slot, the
neighbouring cluster head in turn forwards data to its
neighbouring cluster head. In this way, data reaches the sink in
multi-hop.

Once a jammer attacks a region, it jams all the nodes
operating in a particular channel. For example, if the nodes in a
region operating, say in channel 1 are jammed, the nodes no
more sense data unless the action of the jammer ceases.
However, as the nodes are deployed maintaining pair-wise
feature (section I.B), the cluster operating in the other channel
say channel 2 continues to perform the task of sensing and
forwards the same through neighbouring nodes.

Let us consider a WSN of 4-layer architecture as shown in
Figure 1(a). The sink is denoted by- A and cluster heads
operating in channel 1 & channel 2 are represented by @and 4
respectively. Similarly member nodes operating in channel 1 &
channel 2 are represented by @ & @ respectively. When there
is no jamming, clusters operating both in channel 1 & channel
2 are active and environmental data is collected by both the
clusters. For example, referring Figure 1(b), a cluster in the cell

Cf operating in channel 1 senses the data and sends it in time-

slot 1 say to the CHgyuee Which aggregates the data and
forwards it to its neighbouring node CHgyyardeer in time-slot 2
say. In this way the data reaches to the sink in 4 time-slots.

B. Algorithm

The algorithm describing the scheme has been presented in
this section.

Begin
1: m:=0
2: time_slot:=2m+1
3: do while .T.
4: fory=n;y>l;y--
5: for x =1; x>6y; x + +
6: if time_slot = 2m+1
/* Member nodes collect data and send them to their CHs*/
7: if no jamming then
. X Send X
8: MYI Collected Data CHYI
Send

o M; 2 Collected Data §’2
10: else /*there is jamming */
11: if channel 1 is jammed then

X Send X
12: My, —Colieeteatam > CHy,
13: else /* channel 2 is jammed */

Send

14: My, W’CH;
15: end if
16: end if
17: else /* time_slot=2m */
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/* CH sends data to the neighbouring CH */

18: if no jamming then
. X forward X
19: CHyl data (CHy' )neighbour
. X forward X
20: CHyz data (CHYQ )neighbour
21: else /*there is jamming */
22: if channel 1 is jammed then
. X forward X
23: CHyz data (CHyz )neighbour
24: else /*channel 2 is jammed */
. X forward X
25: CHyl data (CHyl )neighbour
26: end if
27: end if
28: end if
29: m:=m+1
30: time_slot:= time_slot+1
31: end for
32:  end for
33: end do
End

IV. ANALYSIS ON DATA FORWARDING

In this section the analysis is performed with the help of a
sample sensor network containing 4 layers as shown in Figure
1. We represent data-forwarding at every time cycle with the
help of a timing diagram represented in Figure 2. The first
column denotes the time cycles. The rest of every two columns
represent the layer number where one column indicates
member nodes (M) and the other column indicates the cluster
head nodes (CH) of the corresponding layer. The timing
diagram shows data communication from a member node to its
cluster head node of the same layer and also communication
from cluster head node to another cluster head node of adjacent
layers toward sink. Further, channel 1 is indicated by —eand
channel 2 is indicated by ----@. The last column represents the
sink. The entries in the last column represent data
(Dy1,D51,Dy,...,Dy3)  forwarded to the sink where Dy

represents the data sensed at layer j at sequence i.

If there is no jamming, at time t; member nodes send data
generated at sequence 1 to their cluster heads. During t, cluster
head of layer-1 transmits data D;; to the sink. Also att, cluster
heads of layer-2, layer-3 and layer-4 forward dataD;,, D3,
D,4 to their respective neighbouring cluster heads at layer-1,
layer-2 and layer-3.

At t; , member nodes again transmit data generated at
sequence 2 to their cluster heads. So at the end of't;, buffer of
cluster head of layer-1 contains- D, , D;, buffer of cluster head
of layer 2 contains- D,, , D5 buffer of cluster head of layer-3
contains- D,; , Dy, and buffer of cluster head of layer-4
contains-D,, . Att,, two sets of data reach the sink-D,;and
Dy, .

In presence of jamming, if channel 1 (say) is jammed in an
area, as the nodes are deployed in pair-wise (section I11.B), the
member nodes and CHs operating in channel 2 are operative
and the data gets forwarded by these back-up nodes. So even in

presence of jamming data gets transmitted with no additional
delay.

Layer-4 Layer-3 Layer-2 Layer-1
M CH M CH M CH | M CH Sink
L J L J L J L J
W | Dy D3 Dy, Dy
---1-@ -----@® ----re® ----r-@®
t D ¢ D * D ° __.D
2
prtlle -1l e -t-Tiile -l@"
@ —t e [
5 | D D D D
Ml e __23___. "2 le 2le
® L ® —o
4 D24 D23 Dzz D2|
“r=-=--- ". Dl4 Dl? Dl2
-t---- @ -r---- r@ _ Py
L @ @ L J
s D, Ds; D, Ds,
---1-@ | ---1-@ | ----r@® | ____| ¢
® ® o —|©
t Dy D2y D, Ds,
Ds; Dy; D»,
1T ® B Dy, Dy
-r---- r® -1@

Figure 2. Timing diagram for no jamming

A. Qualitative Analysis

Lemma 2: Numbers of hops required for data to reach
from the member node to the sink are (y+1), where y is the
layer number in the network.

Proof: Initially member nodes of all layers collect data and
send them to their cluster heads in one hop. Now the cluster
heads send data to the sink through cluster heads of neighbour

cells. Suppose a member node My , belonging to cell-x of layer-
y, collect data and sends it to its cluster head CHj in one hop.
After that CHy sends data to the cluster head of neighbour cell

i.e. CHy_, also in one hop. So for every increase in hop number,

the layer number decreases by 1 and the communication
continues likewise till data reaches sink. So before reaching the

sink, the data passes through y layers. From CHJ to sink, the
data travels through y hops. Another 1 hop is required for M§

to CHy communication. So total (y+1) numbers of hops are
required for data to reach the sink and this is also the requisite
minimum number of hops.

Lemma 3: The number of clock cycles required for the data
sensed at layer y to be forwarded to the sink node is 2y.

Proof: Suppose t, is the clock cycle at which operation starts
at layer-n. At tf(h clock cycle My send data to CHY using
channel 1 and channel 2. In the next clock cycle i.e. (t+ )™,
CHy send data to CHy_; using both channels 1 and 2. This
operation continues till data reach the sink.

Let us consider at tf(h clock cycle in layer-y, My sends data

to CHy, using both channels 1 and 2. At (t+ D)™, CHjy sends data

to CHy_;. This operation continues till data reaches the sink
using both channels 1 and 2. So the time taken for the data to
reach the sink from Mf is [{(t+1)}-{t-1}]=2 clock cycles.
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Similarly at (t+2)™ clock cycle in layer-y, again Mg sends data
to CHy, using both channels 1 and 2. In the next clock cycle i.e.

(t+3)™, CHjy sends data to CHy_; and so on till data reaches the
sink using channels 1 and 2. So the time taken for the data to
reach the sink from M7 is [{(t+3)}-{t+1}]=2=2x1 clock
cycles. So from the start of operation, total time taken for data
to reach sink from M3 is [{(t+3)}-{t-1}]=4=2%2 clock cycle.
Similarly from the start of operation time required for the data
to reach the sink from M3 is [{(t+5)}-{t-1}]=6=2%3 clock

cycles. Hence the time required for the data to reach the sink is
2y clock cycles.

V. PERFORMANCE EVALUATION

The performance of the proposed data-forwarding scheme
has been evaluated through simulation under no jamming and
with jamming conditions.

A. Simulation Environment

The simulation is performed using MATLAB (version 7.1).
Th network size is taken as input parameter for simulation. The
other relevant parameters considered are- sensing range (1, )-
80m, communication range (r, ) of — 160m, no. of frequencies
used for communication-2 and clock cycle time- 20msec.

B. Simulation Results

This section presents the results of two sets of experiments
carried out under ‘no jamming’ and ‘with jamming’ conditions.
The performance of the scheme is measured in terms of time
taken for a data to reach the sink.
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Figure 3. Time taken for data to reach sink

Figure 3(a) plots the time required for the data genearated at

different layers to reach the sink for two different network sizes
under ‘no jamming’ condition. We observe from both the plots

that irrespective of network size, time to reach sink inreases
steadily with layer numbers. For example, for network with 10
layers, data generated at layer 3 needs 120 msec whereas data
at layer 4 needs 160 msec to reach the sink. As the clock cycle
is considered as 20 msecs, for the former case it requires 6
(120/20) clock cycles and for the later it requires 8 (160/20)
clock cycles. Therefore, this results conform with the
qualitative analysis (Lemma 3) where it is proved that number
of clock cycles required is (2xlayer number). Similar to the
plots in Figure 3(a), results under ‘with jamming’ condition are
ploted in the Figure 3(b). Both the plots 3(a) & 3(b) show same
results which implies that there is no additional time required
for a data to reach to the sink in presence of jamming.

VI. CONCLUSION

Nodes in wireless sensor network are susceptible to various
types of attacks including jamming attack. This work develops
a data-forwarding scheme to defend one of such attacks
irrespective of the locations of the attacked nodes within the
network and ensures no additional delay in data-forwarding
even in the presence of jamming. This delay-sensitive, attack-
tolerant data-forwarding scheme is proposed to cater the need
of real time applications in WSN. The cost that has to be paid
for ensuring no delay in data propagation is that deploying
redundant number of nodes, a realistic and common solution
generally employed in most of the application domains.

As a future extension, further analysis may be performed to
find out the optimal number of nodes required to implement the
scheme. Moreover, the scheme may be extended to make it
applicable for various other architectures.
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